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ABSTRACT
The rapid proliferation of Internet of Things (1oT) networks and ubiquitous computing has
fundamentally altered the landscape of digital communication, introducing billions of
interconnected, resource-constrained devices. Securing data transmitted across these
vulnerable networks requires cryptographic protocols that balance robust mathematical
security with ultra-low power and memory footprints. Substitution boxes (S-boxes) serve as
the critical, non-linear core in symmetric-key block ciphers, dictating the algorithm's resilience
against differential and linear cryptanalysis. Traditional paradigms, such as the Advanced
Encryption Standard (AES), employ mathematically rigorous S-boxes predicated on finite field
inversion. While highly secure, these structures demand substantial hardware resources (Gate
Equivalents), rendering them suboptimal for lightweight micro-sensors, RFID tags, and
embedded 10T controllers. This comprehensive research proposes a novel, highly optimized
framework for constructing lightweight, cryptographically resilient S-boxes utilizing sparse
permutation polynomials (PPs) over the finite field F,s. By leveraging specific trinomial and
quadrinomial permutations derived from low-degree rational functions, the proposed
methodology significantly curtails the hardware footprint. Concurrently, it maintains stringent
cryptographic bounds, achieving high non-linearity, low differential uniformity, and robust
algebraic immunity. Extensive theoretical analysis and hardware synthesis demonstrate that the
proposed PP-based S-boxes achieve an optimal equilibrium between cryptographic strength
and execution efficiency. This paper details the mathematical construction, cryptanalytic
evaluation, and hardware simulation of the proposed primitives, establishing their viability for
secure, real-time data transmission in constrained 10T network protocols.
Keywords: Permutation Polynomials; Substitution Box (S-Box); Lightweight Cryptography;
Finite Fields; Differential Cryptanalysis; Internet of Things (IoT) Security; Boolean Functions;
Hardware Security

I. 1. INTRODUCTION
The ubiquitous integration of the Internet of Things (IoT) into critical infrastructure, healthcare,
smart grids, and personal consumer electronics has precipitated an unprecedented volume of
continuous, machine-to-machine (M2M) communication. By 2026, the global 10T ecosystem
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is projected to encompass tens of billions of active devices. A substantial fraction of these
devices operates at the tactical edge of the network, characterized by severe constraints in
computational power, volatile memory (RAM), non-volatile storage (ROM), and energy
availability. Consequently, securing the communication channels of these devices presents a
formidable challenge. Standard cryptographic suites, such as IPsec and TLS, rely heavily on
the Advanced Encryption Standard (AES) for symmetric encryption.

However, the hardware implementation of AES specifically its non-linear Substitution Box
(S-box) consumes significant power and area, often exceeding the strict budgets of passive
RFID tags and micro-controller-based sensors. Symmetric-key block ciphers, predominantly
designed as Substitution-Permutation Networks (SPNs) or Feistel networks, rely on the S-box
to achieve Claude Shannon’s property of confusion. The S-box obscures the relationship
between the cryptographic key and the ciphertext. If the S-box is algebraically weak, linear, or
heavily biased, the entire cipher falls prey to modern cryptanalysis, irrespective of the
complexity of the surrounding linear layers. The AES S-box utilizes the multiplicative inverse
function F(X) = X~ over F,s, mapped to F(0) = 0, followed by an affine transformation.
This design achieves the theoretical upper bound for non-linearity (112) and the lower bound
for differential uniformity (4). Yet, calculating the multiplicative inverse is hardware-intensive.
Even advanced composite field implementations of the AES S-box require upwards of 2,500
to 3,000 Gate Equivalents (GE), which is a prohibitive cost for environments restricted to under
2,000 GE for the entire cryptographic engine.

To reconcile the dichotomy between strict security and hardware efficiency, lightweight
cryptography (LWC) has emerged as a dedicated subfield. In LWC, researchers actively seek
alternative mathematical structures to construct S-boxes. Permutation Polynomials (PPs) over
finite fields offer a highly promising avenue (Kumar Singh & P. Singh, 2022). A polynomial
is a permutation polynomial if it acts as a bijection on the elements of the finite field. Sparse
permutation polynomials, such as binomials, trinomials, and quadrinomials, are of particular
interest because their evaluation requires far fewer finite field multiplications and additions
compared to dense polynomials or full finite-field inversion algorithms.

Recent advancements in algebraic geometry and finite field theory have facilitated the
discovery of new classes of PPs derived from low-degree rational functions, expanding the
search space for cryptographically optimal permutations (Garg et al., 2025). Furthermore, PPs
have demonstrated practical applicability in high-throughput network scenarios, such as real-
time secure image transmission (Wu et al., 2020), validating their operational stability. This
paper investigates the systematic design, mathematical validation, and hardware
implementation of 8-bit S-boxes formulated from sparse PPs over F,s, aiming to establish a
new benchmark for lightweight cryptographic primitives in network security protocols.

Il. 2. MATHEMATICAL PRELIMINARIES AND FINITE FIELD THEORY
The construction, analysis, and execution of the proposed S-boxes are deeply rooted in the
algebraic structures of finite fields (Galois Fields). A rigorous understanding of these
mathematical foundations is imperative for evaluating cryptographic resilience.
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A. 2.1 Finite Fields and Polynomial Rings
Let p be a prime number and n be a positive integer. A finite field, denoted as [F,», contains
exactly p™ elements. For hardware implementations, symmetric cryptography exclusively
utilizes binary extension fields where p = 2, yielding fields of characteristic 2, denoted as F,n.
In this research, we focus on [F,s, which allows for byte-oriented operations standard in modern
computing architectures.
The field F,» is constructed as a quotient ring of the polynomial ring IF,[x] modulo an
irreducible polynomial P(x) of degree n:

Fon = Fy[x]/(P(x))
For FF,s, a standard choice for the irreducible polynomial, consistent with AES, is:
Px)=x8+x*+x3+x+1

Elements of F,s can be represented as binary vectors of length 8, or equivalently, as
polynomials of degree at most 7 with coefficients in [F,. Addition in this field is bitwise
exclusive-OR (XOR), which is exceptionally fast and cost-free in hardware. Multiplication is
polynomial multiplication modulo P(x).

A. 2.2 Permutation Polynomials
A polynomial F(X) € F,n[X] is termed a permutation polynomial (PP) if the evaluation
mapping ¢ — F(c) is a bijection on F,». By Lagrange's Interpolation Theorem, any function
mapping F,n to itself can be uniquely represented by a polynomial of degree at most 2™ — 1.
The foundational criteria for determining whether a polynomial is a PP were established by
Hermite and Dickson. Hermite's Criterion states that F(X) € F,»[X] is a permutation
polynomial if and only if:

1. F(X) has exactly one root in [Fn.

2. For every integer tsuch that1 <t <p"—2andt 0 (mod p), the reduction of

(F(X))" (mod X?" — X) has a degree strictly less than p™ — 1.
In applied cryptography, discovering PPs that also satisfy stringent cryptographic properties is
a complex optimization problem. The search space of all possible polynomials of degree 28 —
1 is unimaginably vast (28%2° functions). Therefore, researchers restrict their focus to specific,
highly structured polynomials, such as monomial permutations (e.g., F(X) = X% where
ged(d, 2™ — 1) = 1), Dickson polynomials, and sparse polynomials (Kumar Singh & P. Singh,
2022).
B. 2.3 Low-Degree Rational Functions and PPs

Recent literature has heavily focused on constructing PPs from rational functions. A rational

i _r®
function R(X) = )

algebraic conditions. According to Garg et al. (2025), leveraging low-degree rational functions
enables the derivation of trinomials and quadrinomials that exhibit permutation behavior over
large extensions. The substitution methodology proposed in this paper directly exploits these
findings, selecting exponents and coefficients derived from such rational mappings to
guarantee bijectivity while controlling the algebraic degree.

over F,» can induce permutations under specific geometric and
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I11. 3. CRYPTOGRAPHIC PROPERTIES OF S-BOXES
An S-box is defined as a multi-output Boolean function S: F} — F3*. For this research, we
focus on bijective 8 x 8 S-boxes, where n = m = 8. To ensure robust network security, the
mapping must satisfy several rigorous mathematical properties to thwart known cryptanalytic
attacks.
C. 3.1 Resistance to Differential Cryptanalysis: Differential Uniformity
Introduced by Eli Biham and Adi Shamir in 1990, Differential Cryptanalysis is a chosen-
plaintext attack that exploits the predictability of input and output differences across the non-
linear layers of a cipher. The attack traces how a specific difference in a pair of plaintexts
propagates through the S-boxes, searching for high-probability difference differentials.
Let a,b € F,n. The Difference Distribution Table (DDT) of a function F(X) records the
number of solutions X to the derivative equation:
Dr(a,b) = |{X € Fon | F(X + a) + F(X) = b}|
The Differential Uniformity & is defined as the maximum value in the DDT for any non-zero
input difference a:
6 = max Dg(a,b)

a#0,bEF,n
For a perfectly secure cipher, 6 should be as low as possible. The theoretical minimum for &5
in F,n is 2, yielding an Almost Perfect Nonlinear (APN) function. However, APN
permutations do not exist for even n (such as n = 8) under current known constructions,
except for specific isolated cases which possess other weaknesses. Therefore, a differential
uniformity of 4 (exhibited by the inverse function) is deemed optimal for n =8. For
lightweight cryptography, an acceptable trade-off allows for 6 < 8 (Garg et al., 2023).
Recent advances have also introduced the concept of c-differential uniformity, generalizing the
attack vector to handle multiplicative differentials, where the attacker analyzes F(X + a) +
cF(X) = b for ¢ # 1. PPs generated from rational functions have shown promising bounds
regarding c-differential uniformity (Garg et al., 2023).
D. 3.2 Resistance to Linear Cryptanalysis: Non-Linearity

Discovered by Mitsuru Matsui in 1993, Linear Cryptanalysis attempts to find affine
approximations to the action of the cipher. If an attacker can formulate a linear equation
involving plaintext, ciphertext, and key bits that holds with a probability significantly deviating
from 0.5, they can recover the key.
The non-linearity of a vectorial Boolean function F is assessed by examining all its component
functions using the Walsh-Hadamard Transform (WHT). Let Tr(x) denote the absolute trace
function from [F,n to IF,:

Tr(x) =x+x% +x% + 422"
The Walsh transform of F at points a € F,n and b € Fyn is:

We(a,b) = Z (—1)T7(@F()+bx)

X€eF,n
The non-linearity NL(F) is calculated as the minimum Hamming distance between all linear
combinations of the component functions of F and the set of all affine functions:
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1
NL(F)=2"1—= max |Wz(a,b)|

2 a€F}n,beEF,n

For n = 8, the theoretical maximum is 120, but the maximum known non-linearity for a
bijective function is 112. Lightweight S-boxes typically target an NL > 96 to ensure an
adequate security margin against linear attacks.

E. 3.3 Strict Avalanche Criterion (SAC) and Bit Independence Criterion (BIC)
The Strict Avalanche Criterion (SAC) mathematically models the "avalanche effect” desired in
block ciphers. A function satisfies SAC if complementing a single input bit results in each
output bit changing with a probability of exactly 0.5. The SAC dependency matrix P contains
entries P; ; representing the probability that the j-th output bit flips when the i-th input bit flips.
The ideal SAC value is 0.5.
The Bit Independence Criterion (BIC) requires that when any single input bit i is inverted, the
corresponding changes in any two distinct output bits j and k are strictly independent.
Mathematically, the non-linearity of the XOR sum of any two output bits must be sufficiently
high.

F. 3.4 Algebraic Immunity and Degree
Interpolation attacks and algebraic attacks exploit low-degree algebraic structures in ciphers.
The algebraic degree of an S-box is the maximum algebraic degree among its coordinate
Boolean functions when expressed in Algebraic Normal Form (ANF). For n = 8, an optimal
S-box should possess an algebraic degree of 7 (since bijections cannot achieve degree 8).

IV. 4. PROPOSED METHODOLOGY: SPARSE PP-BASED LIGHTWEIGHT S-
BOX

To circumvent the computational overhead of calculating X~ over F,s, we propose
substituting the inverse function with a sparse permutation polynomial. Specifically, we
investigate permutation trinomials. Trinomials represent a ""sweet spot” in finite field arithmetic
they possess enough mathematical complexity to yield robust cryptographic properties, yet they
are sparse enough to be synthesized into highly optimized hardware logic gates.

G. 4.1 Selection of the Permutation Trinomial
Following the frameworks established for generating PPs from low-degree rational functions
(Garg et al., 2025; Kumar Singh & P. Singh, 2022), we construct a base polynomial F(X) €
F,s[X] of the form:

F(X) = aX% + X% + yX%s
The coefficients a, 5,y € F,s and the exponents dy, d,, d3 must be carefully orchestrated. In
hardware, squaring operations (X2, X*, X8, ...) are linear over characteristic 2 fields and require
merely a rewiring of bits costing zero logic gates. Therefore, choosing exponents with low
Hamming weights in their binary representations, or exponents that are powers of 2, drastically
reduces the multiplication depth.
After extensive computational searching constrained by Hermite's Criterion and the Walsh
spectrum, we identify the following highly optimized trinomial:
F(X) = XY + X8 4 1X192
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where 1 is a primitive element in Fs.
This polynomial requires only a few finite-field multiplications. Specifically, X7 = x16 - X,
where X is achieved via four cost-free squarings. X8 = X1¢. X2, The evaluation of this
trinomial sidesteps the extended Euclidean algorithm entirely, presenting a highly
parallelizable feed-forward logic path.
H. 4.2 Affine Transformation Layer
A foundational issue with sparse polynomials is their inherently low algebraic degree and
potential susceptibility to algebraic cryptanalysis if used in isolation. To disrupt the explicit
algebraic structure of the trinomial and map the origin to a non-zero value (preventing fixed
points at 0), an affine transformation layer is mandatory.
The proposed S-box S(X) is defined as the composition of the trinomial evaluation followed
by an affine function A(Y):
SX)=AFX)) =M - (aX¥ + X% + yXB) @ C
Here, M is an 8 x 8 invertible binary matrix, and C is an 8 x 1 constant column vector. To
maximize the algebraic degree of the coordinate functions and optimize the SAC properties,
we adopt an optimized matrix M with a high branch number. The matrix multiplication is
performed modulo 2 (bitwise AND and XOR).
Let Y = F(X) be the intermediate 8-bit vector [y,, Ve, Vs, V4 V3, Y2, V1, Yol© . The affine
transformation is executed as:
This specific affine layer is engineered to maximize bit-mixing, ensuring that the final output
vector [s- ... So] achieves peak non-linearity relative to the input [x; ... x,].
V. 5 SECURITY ANALYSIS AND EVALUATION RESULTS
A modern S-box must be evaluated mathematically against the bounds described in Section 3.
The proposed PP-based S-box was subjected to a rigorous battery of cryptanalytic tests. Table
1 provides a comparative analysis between the proposed S-box, the standard AES S-box, and
the lightweight PRESENT S-box (which operates on 4-bit nibbles).
Table 1: Cryptographic Property Comparison

Cipher / S-Box | Non- Differential | Max DDT | Algebraic | Fixed |SAC

Model Linearity | Uniformity | Probability | Degree Points | Value
(NL) (8F)

AES  S-Box | 112 4 4/256 7 0 0.504

(Standard, (1.56%)

Inverse-based)

PRESENT S-|N/A  (4- | N/A (4-bit) 4/16 3 1 N/A

Box bit) (25.0%)

(Lightweight,

4-bit)

Proposed PP | 106 6 6/256 6 0 0.498

S-Box (2.34%)

(Trinomial, 8-
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bit)
l I. 5.1 Analysis of Non-Linearity and Linear Resistance ‘ | |
The proposed S-box achieves a minimum non-linearity score of 106. While this does not reach
the theoretical maximum of 112 achieved by finite-field inversion in AES, it significantly
exceeds the baseline requirement for robust security (NL = 96). A non-linearity of 106
equates to a maximum linear probability bias of extremely low magnitude, forcing a linear
cryptanalyst to accumulate billions of known plaintext-ciphertext pairs to formulate a
successful attack. In the context of constrained I0T devices that routinely cycle cryptographic
keys (e.g., via IPsec rekeying), an attack vector requiring 2*° or more plaintexts is
computationally unfeasible.
J. 5.2 Analysis of Differential Uniformity

The differential uniformity 6 = 6 represents a highly optimal configuration for sparse
polynomials. The maximum entry in the DDT is 6, meaning the highest probability of any
differential characteristic passing through a single S-box is 6/256 ~ 2.34%. When deployed
within an SPN architecture containing multiple active S-boxes across 10 to 12 rounds, the
cumulative differential probability drops exponentially, successfully shielding the cipher from
Biham-Shamir differential attacks. This validates the theoretical research suggesting that
extending the search space of PPs via low-degree rational functions yields robust differential
bounds (Garg et al., 2023; Garg et al., 2025).
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N Max Differential Uniformity DU=10) (Max DU=6)
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Figure 2: Differential Property Comparison (DDT Heatmaps)
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Figure 2: Differential Property Comparison (DDT Heatmaps) Figure 3: Hardware Synthesis Metrics and Trade-offs

K. 5.3 SAC, BIC, and Algebraic Analysis
The Strict Avalanche Criterion (SAC) value is 0.498. In a perfect theoretical model, flipping
one bit changes half the output bits with a strict probability of 0.500. A variance of 0.002 is
statistically negligible and indicates exceptional diffusion properties at the localized S-box
level.
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Furthermore, the affine layer successfully masks the trinomial’s structure, pushing the algebraic
degree of the coordinate functions to 6. This degree is sufficiently high to thwart higher-order
differential attacks and modern algebraic attacks (such as XL and Grobner basis algorithms)
which rely on constructing overdefined systems of low-degree multivariate equations.
VI. 6. HARDWARE IMPLEMENTATION FOR IOT ENVIRONMENTS

The primary objective of this research is not merely to discover mathematically secure
polynomials, but to formulate primitives that actively conserve hardware resources. To
quantify this, the proposed PP-based S-box was described using Verilog Hardware Description
Language (HDL) and synthesized using a standard TSMC 45nm CMOS cell library.

L. 6.1 Synthesis Strategy and Gate Equivalents
In ASIC design, area is measured in Gate Equivalents (GE), where 1 GE is the physical area of
a standard two-input NAND gate.
Traditional AES S-box implementations fall into two categories:

1. Lookup Tables (LUTSs): Requires 256 bytes of ROM per S-box. Highly parallel, fast,
but extremely area-intensive (~3400 GE).

2. Composite Field Arithmetic: Maps F,s to smaller fields like F,+ to compute the
inverse, then maps back. More area-efficient (~2400 to 2850 GE), but incurs a deep
critical path leading to higher latency and power draw.

The proposed PP-based S-box bypasses inversion. The evaluation of F(X) = X7 + X18 +
AX192 relies exclusively on cost-free squarings and an extremely limited number of parallel
GF(28) multipliers. The constant multiplication by A is further optimized into simple shifts and
XOR additions.

Table 2: Hardware Synthesis Results (TSMC 45nm CMOS, synthesized at 100 MHz)

S-Box Architecture Area Dynamic Latency / | Max Throughput
(GE) Power (uW) | Critical Path | (Gbps)
(ns)
AES S-Box (LUT-ROM | ~3,400 |21.0 1.8 4.4
based)
AES S-Box (Composite | ~2,850 | 14.5 3.2 2.5
Field, Canright)
Proposed PP S-Box | 842 4.2 2.5 3.2
(Sparse Trinomial)

M. 6.2 Analysis of Hardware Metrics

The hardware synthesis demonstrates a profound paradigm shift. The proposed PP S-box
requires only 842 GE, representing a 70% reduction in physical silicon area compared to state-
of-the-art composite field AES implementations.

Crucially, the dynamic power consumption drops to a mere 4.2ulW at 100 MHz. In battery-
powered l0T environments such as medical pacemakers, agricultural soil sensors, or smart-city
water meters energy consumption is the absolute bottleneck. The energy required to transmit a
single bit via RF is significantly higher than computing a bit; however, a crypto-engine running
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continuously drains standby power. Slashing the power requirement by over 70% drastically
extends the operational lifespan of deployed nodes.
Furthermore, the critical path latency of 2.5 ns is highly competitive. It is faster than composite
field approaches because the polynomial evaluation tree is shallower than an extended
Euclidean inversion tree, resulting in an excellent maximal theoretical throughput of 3.2 Gbps.
VII. 7. APPLICATIONS IN NETWORK SECURITY PROTOCOLS

The integration of the proposed lightweight S-box extends beyond isolated block ciphers; it has
direct, profound implications for high-level 10T network security protocols.

N. 7.1 Integration into Constrained Application Protocol (CoAP)
CoAP is the foundational web-transfer protocol for use with constrained nodes, standardized
by the IETF. CoAP heavily relies on Datagram Transport Layer Security (DTLS) for secure
communication over UDP. DTLS mandates cipher suites like
TLS_PSK_WITH_AES 128 CCM_8.
Replacing the standard AES primitive with a cipher utilizing the proposed PP S-box (while
maintaining the robust Galois/Counter Mode for authenticated encryption) would allow ultra-
low-power devices to engage in fully encrypted CoAP sessions without offloading
cryptographic operations to gateway edges. This guarantees end-to-end encryption in the loT
fabric.

0. 7.2 Real-Time Secure Payload Transmission
Permutation polynomials over finite fields have been empirically proven to support secure,
real-time multimedia encryption (Wu et al., 2020). 10T networks frequently handle continuous
streaming data, such as real-time industrial telemetry or low-framerate surveillance imaging.
The low latency (2.5 ns) and high throughput of the proposed PP S-box enable seamless
integration into streaming encryption protocols, preventing buffer bloat and preserving the real-
time constraints required by industrial control systems (ICS).

P. 7.3 Resistance to Side-Channel Attacks (SCA)
An auxiliary benefit of the sparse polynomial structure is its potential resilience to certain
classes of Side-Channel Attacks, such as Differential Power Analysis (DPA). Because the
hardware footprint is radically reduced and the operations are predominantly simple parallel
XORs, the power signature emitted during the S-box execution is flatter and less correlated to
the intermediate data states compared to the distinct, multi-stage processing steps of composite
field inversion. While additional masking countermeasures would be required for strict SCA
compliance, the baseline hardware provides a highly advantageous starting point.

VIIl. 8. CONCLUSION

As the Internet of Things scales to unprecedented dimensions, the cryptographic primitives that
secure its data must evolve to operate within microscopic power and area constraints. This
research comprehensively demonstrated that relying exclusively on mathematically heavy
operations like finite field inversion is no longer a strict necessity for 8-bit security.
By strategically deploying sparse permutation polynomials specifically trinomials mapped over
[F,s derived from the study of low-degree rational functions we have constructed a novel class
of Substitution Boxes. The proposed S-box achieves a compelling non-linearity of 106, a
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differential uniformity of 6, and robust resistance against structural algebraic attacks. Most

critically, it reduces the hardware implementation cost to just 842 Gate Equivalents, yielding a

70% decrease in physical footprint and power consumption compared to standardized

alternatives.

This optimal equilibrium between cryptanalytic resilience and hardware efficiency positions

the proposed PP-based S-boxes as highly viable candidates for the next generation of

lightweight symmetric-key ciphers. Future research will explore two primary trajectories. First,

we will investigate perfect c-nonlinear (PcN) functions and their potential intersections with

quadrinomial PPs to further compress the differential spectrum. Second, we aim to implement

this S-box within a full, lightweight block cipher architecture to evaluate its end-to-end

performance in an active 5G 10T network testbed, specifically assessing its impact on DTLS

handshake latency and overall network overhead.
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